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© 000 «KPUNTO-MNPO>», 2000-2019. Bce npaBsa 3awuiueHbi.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoAuT B KOMMEKT nocTaekm nporpammHoro obecnevenns CK3U Kpuntollpo CSP sepcun 5.0 KC1; Ha
HEro PacrnpoCTPaHSIIOTCA BCE YCJIOBUS JINLEH3NOHHOIO COrnalleHusi. bes cneuymansHOro nMCbMEHHOrO pa3peLueHus
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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AHHOTaUMNSA

Hactosiwee Pykosoacteo pononnsier gokymeHt MKTHAM.00101-01 91 01. Kpuntollpo CSP. Pykosoactso
agMmuHucTpaTopa besonacHoctu. Obwas vacts npu ucnosnbsosanun CK3W nog ynpaenennem OC Solaris.

NHcTpykumn agMmuHmcTpaTopam 6e30MacHOCTM U NOJIb30BATENAM Pa3finyHbIX aBTOMaTU3MPOBAHHLIX CUCTEM,
ncnonbsytowmx CK3U Kpuntollpo CSP sepcust 5.0 KC1 Vicnonnenne 1-Base, gonxHbl paspabaTbiBaThCs € y4eTOM
TpeboBaHuli HACTOALLErO JOKYMEHTA.
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Cnuncok onpeaeneHnii n cokpalleHunii

CRL Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)
APM ABTOMaTN3MpoBaHHOE paboyee MECTO

AC ABTOMaTN3MpOBaHHAs CUCTEMA

rMA [MBKWiA MarHUTHBIN AKUCK

AcH Jatumk cnyyaiinbix 4ncen

HDD Mectkuii marHuThblii guck (Hard Disk Drive)

HCA HecaHkuoHnpoBaHHbIA gocTyn

0oC OnepauuoHHasi cuctema

NAK MporpammMHo-annapaTHbI KOMMIEKC

no MNporpammHoe obecneyeHne

Peructpauymns  [pucsoeHne onpepeneHHbix aTpubyToB (agpeca, HOMepa KtOYa, MPaB MCNOAb30BaHWS U T.M.)
aboHeHTy

PernamenT COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyroLWein [oKyMeHTauun, obecnedunsatouleli
byHKLNOHMPOBaHNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX PEeXMMaXx

CBT CpeacTea BbIMNCANTENBHOR TEXHUKK

CeptudbmkaT  IDNEKTPOHHBIA LOKYMEHT, MOATBEPXKAAIOWNIA MPUHAANEXKHOCTL OTKPLITOrO KJO4Ya WM KJtoYa
MPOBEPKIN 3NEKTPOHHO MOAMNUCA N OMpPefesieHHbIX aTPUOYTOB KOHKPETHOMY abOHEHTY

Ceptudbmkaums lNpouecc n3roToeseHust cepTudpmkaTa OTKPLITOrO KAOYa WM KAOYa MPOBEPKU SJIEKTPOHHON
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CK3M CpeacTtso KpunTorpacn4eckoin 3awmnTsl uHopmauum
CocC Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)
CcC CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.

CeTeBoii CnpaBoOYHNK

Co Cpesa pyHKUNOHUPOBAHUS

fe Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)
LP LlenTp Peructpauyun

24 DNEKTPOHHbIW JOKYMEHT

aon DNeKTPOHHAsi NOANMUCH
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1 OcHoBHble TexHun4deckue AdHHbIEe N XapaKTepUuCtumukmn

CK3U

1.1 TporpammHo-annapaTHblie cpeabl PYHKLUOHUPOBAHUSA

CK3W Kpuntollpo CSP Bepcun 5.0 KC1 (XKTAN.00101-01) nog ynpasnennem OC Solaris ncnonb3syercs B
nporpaMMHO-annapaTHbIX Cpeaax:

BkntoyaeT nporpaMmmHo-annapaTHble cpefbl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

Mpu Heobxogumoctn ucnonszosaHuss CK3W ypoeusi sgpa OC apxutektypol 1A32 gns OC Solaris 10 cnegyet
0bHOBUTL cucTemy Ao ucnpasnendus 142901-03 u ycraHoenTb ucnpasnedune IDR144030.

Co cpokamm 3KcnslyaTauuu OMepauuoHHbIX CUCTEM, B cpese KoTopbix dyHkumonupyet CK3W, moxHo
03HAaKOMUTBLCS MO CliefyoLleMy afpecy:

http://www.oracle.com/technetwork/server-storage/solaris/overview/releases-jsp-140987.html

1.2 KnouyeBble HOCUTENn

MepeyeHb NOALEPXKMBAEMBIX KJIKOYEBbIX HOCUTENEN B 3aBUCUMOCTU OT MPOrpamMMHO-annapaTHON naatdopmsl
otpaxer B 2KTA.00101-01 30 01. Kpuntollpo CSP. ®opmynsip, n. 3.9.

Vicnonb3oBaHue HocuTeneld Apyrux TUMOB JOMYCKaeTcst Toabko no cornacosaHuto ¢ PCHE Poccun.

Mpumevanune. B coctas guctpmbytuea CK3W BxogaT 6ubnmoTekn nOAAEpKKN BCEX MEPEYNCTEHHBIX
HocuTenei, Ho He BxoasaT apaiisepsl ans OC. Mo Bonpocam nosnyyeHusi ApaiisepoB HeobxoanMo obpalaThes
K NPOU3BOANTENSAM COOTBETCTBYIOLLUX YCTPOICTB.
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2 VYctaHoBka aunctpubytusa N0 CK3U

VcTaHoBka, yganeHue un oboeneHue [1O ocywecTeasieTcs OT UMEHW MOJbL30BATENs, MMEIOLLEro Mpasa
aAMUHUCTPATOpa: Nof YYETHOW 3anncCbio root uam C Ncnonb3oBaHmemM KomaHgsl sudo.

CK3WM Kpuntollpo CSP Tpebyet crnepytolieli nociefoBaTe/lbHOCTU YCTAHOBKU: CHadafa YCTaHaB/WBAETCA
nposalifep, 3aTeM YCTaHABAUBAKOTCA OCTaJibHble MOAY/IN, BXOASLLME B COCTAB KOMMJIEKTALUN.

B OC Solaris gns ycraHoekun, yganenuss n obrosnenus MO npumenstotcs naketbl (packages). Naker —
pacnakoBaHHbI apxue AMCTpubyTnBa (bakTnyeckm 3To nanka), CoAep>KaLLnii caiibl yCTaHaBIMBAEMOrO NPUIIOKEHUS
n cpalinbl, UCMOML3YIOLNECS VHCTANNSTOPOM At KOHUIypupoBaHus cpefbl. ApxuB UMeeT paclumpeHue .tar.gz
ABNAETCS ODBIYHBLIM apXUBOM gZip.

Mepen ycTaHOBKOI apxuBbl AUCTPUOYTMBA HEODXOLMMO pacnakoBaThb:
for i in *.tar.gz; do gzip -cd $iltar -xf -; done

Jns ycTtaHOBKM nakeTa MCNonb3yeTcs KOMaHgAa:
pkgadd -d <mamka_c_mtakeTaMm> <umMs_IlakeTa>

Hanpumep: pkgadd -d . CPRObase

Ons ynaneHus nakeTta ncnosib3yeTcst KOMaHAa:
pkgrm <umMa_nakeTa>

Hanpumep: pkgrm CPRObase

@aiinbl U3 NakeToB ycTaHaBAMBatoTcA B /opt/cprocsp.

MakeTbl 3aBUCST APYr OT APYra, MO3ITOMY AOJDKHbI YCTAHABAMBATLCS MO MOPSAKY C YHETOM 3TUX 3aBUCMMOCTENA,
a YAansTLCs B 0bpaTHOM nopsifke. YCIOBHO MOXHO CYMTATh NMPaBUJIbHLIM MOPSILKOM TOT, KOTOPbLI/ onucaH B Tabnuue
3aBMCUMOCTEN N Ha3Ha4yeHUsi nakeToB (cm. Tabn. 1).

MakeTbl MOryT ObITb A5t 32-6MTHOW apxuTekTypbl, a Takxke Ans 64-OUTHOW apxuTekTypbl (MMs nakerta
3aKaH4MBAETCs Ha X), Toraa oHn yctaHaenueatotcs Ha OC, cobpaHHyto nog CooTBETCTBYHOLWYO apxuTekTypy. Yacto
64-6uthHble OC ofHOBPEMEHHO NOAAEPKUBAIOT U 32-BUTHBIE NPUNOXKEHUs, n 64-bUTHble, Toraa nNpu HeobxoaNMOCTH
MOXHO yCTaHOBUTb oba komnnekTa. VcknioueHnem SIBASIOTCA ApaliBepbl — OHW YCTaHaBAMBAKOTCS B TOYHOM
cooTBeTcTBUM C apxutekTypoii sigpa OC.
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Tabaunua 1. 3aBUCUMOCTU 1 Ha3HaYeHUst NakeToB (A5 NPOCTOThI onncaHbl 32-OUTHblE NakeTbl)

Nwms nakera|3aBucumoctu

‘ HasHayeHue nakera

ObsazaTenbHble nakeTobl

CPRObase BazoBbiii naker, ycTaHaBnuBaeTcs nepsbiM. He 3aBucut ot
apXUTEKTYpPbl, NO3TOMY A5t 64-6UTHOrO KOMMJIEKTa 3TOT MakeT
ycTaHaBnmBaetcsi n3 32-bUTHOro KomniekTa.

CPROrdr | CPRObase OcHoBgHble npunoxenusi, cuutoieatenn u JCH.

CPROkcl | CPROrdr Mpogaiigep KCL1.

CPROkc2 | CPROrdr Mpogaiigep KC2, ycTaHaBnInBaeTCA TONLKO TaM, MAe B 3TOM eCTb
HeobxognmocTb. B atom cnyyae CPROkcl obbivHO He cTaBuTcs.

CPROcpl CPROrdr, CPROkcl unun CPROkc2 |CAPILite, nporpaMmbl 1 6ubanoTekn Ais BbICOKOYPOBHEBOIA
pabotbl ¢ kpuntorpadueii (ceprucpukatamu, CMS. . ).

[dononHnTensHbie NakeTol

CPROrdg | CPROrdr, SUNWmfrun, SUNWxwrtl | I'pacbuuecknii Buo1CH, 3anpoc napons n gpyrue GUI-gnanoru.

CPROrdp | CPROrdr, pesclite Mogynn nogaepxkn PCSC-cuntbiBaTeneii, cmapt-kapt (PUK,
Ockap, MarucTpa...).

CPROcspd | CPRObase MakeT ansa paspaboTynka.

CPROdrv | CPRObase [palisepHas GubnanoTeka.

CPROdrvd | CPROcspd MakeT gna paspaboTyuka gpaiiBepos.

CPROstnl | CPROcpl VuuepcanbHbiii SSL/TLS TynHens.
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3 QO6HosneHune NO CK3U

Ons obHoenenns MO CK3W na OC Solaris Heobxogumo:
® 3aMOMHUTL TekyLyyto KoHdurypauuto CSP;
— Habop yCTaHOBJ/IEHHbIX NAKETOB;
— HacTpoiikn npoBaiigepa (A1 NPOCTOTbI MOXHO coxpaHuTb /etc/opt/cprocsp/config[64].ini);
e ynanute wraTHoiMu cpeacteamu OC Bce naketsl CK3U;
® YCTaHOBUTL aHasornyHble HoBble naketsl CK3U,
® Npu HEobXOAMMOCTU BHECTM U3MeHeHusi B HacTpoiikm (MoxHo nocmoTpets diff craporo n Hosoro
config[64].ini);
® KJIOYM N CepTUGMKATLI COXPAHSIIOTCS aBTOMATUYECKM.
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4 Hactpoiika CK3U

4.1 [doctyn k ytununte gna Hactpoiiku CK3U

Hactpoiika CK3W ocywiecteasieTcss ¢ nomowbio yTunutel cpconfig, KoTopasi BXogUT B COCTaB ANCTpubyTmBa
U pacrosioxeHa B gupektopun /opt/cprocsp/sbin/<HazBanue_apxuTexTyphu>. Ecnu yctaHosneHsl naketsr CK3U
N5 OBYX apxXuTeKTyp, Hanpumep, ia32 n x64, To AelicTBUS NO HACTPOIiKe HY)KHO NPOBOANTL ABaXKAbl — A5 KaXKAOM
apXUTEKTYpbl C NOMOLLbO cpconfig M3 COOTBETCTBYIOLLE NanKu.

4.2 Bsop cepuniiHOro Homepa NnNLEeH3nn

Mpu yctaHoBke nporpammuoro obecnevenuss Kpuntollpo CSP 6es BBOga /IMUEH3MM NOABL30BATENIO
NPeaoCTaBAseTCA JINLUEH3NS C OTFPaHUYEHHbIM CpPOKOM peicteusi. [ns ucnonw3osanust Kpuntollpo CSP nocne
OKOHYaHUsl 3TOMO CPOKa MOJIb30BaTeNb [OJIKEH BBECTM CEPUiiHBIN HOMEp C BNnaHKa NULEH3UKU, MOJTYYEHHOWR Yy
opraHusaumn-paspaboTyrka uanm opraHm3auuy, UMEKLLE NpaBa pacnpocTpaHeHns npogykrta (awsiepa).

[ns npocmoTpa uHopMauum o NMUEH3NN BbINONHNATE:

# cpconfig -license -view

[ns BBOAA NMLEH3UN BbINONHUTE:
# cpconfig -license -set <cepuiiHbii_HOMEp>

CepuiiHblii HOMep cnesyeT BBOAUTL C COD/IOAEHNEM PErncTpa CUMBOJIOB.

4.3 Hactpoiika obopyposaHna CK3U

Vtunnta cpconfig Takke npefHasHadeHa ANs M3MeHeHWsi Habopa ycTpolicTB xpaHenus (HocuTeneii) u
cunTbIBaHMs (CHNTbIBaTENER) KIOYEBON WHOPMaLMM 1 [AaTHUKOB CryvailiHbIx ducen. [lpesycTaHOBIEHHBIMY
apnatoTcs cunTtoisaTtenu flash-nocnteneii n obpas anckeTbl Ha XXECTKOM ANCKe.

ﬂ'ﬂﬂ NPOCMOTpPa CNNCKa HACTPOEHHbIX CYNTbIBATENEN:

# ./cpconfig -hardware reader -view

CunTblBaTENb AWCKET HE YCTAHaBAMBAETCS MO YMONYAHWIO, TaK KakK MpU OTCYTCTBUWM AUCKETbI B AWCKOBOAE
nepeYnceHne KOHTENHEPOB CUNIbHO 3amMeansieTca. [na nobaeneHns cHMTbIBAaTENS OUCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"

Ons npocmoTpa cnucka HacTpoeHHbix JCH:

# ./cpconfig -hardware rndm -view

Ons konconsHoro Buo[JCY tpebyercsi naker CPROkcl. Ona pobasneHus konconsHoro buo[JCY:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"
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[ns rpacdpuyeckoro BrnoCYH tpebyetcs naketr CPROrdg n X-cepeep. Jns gobaenenus rpacgpuyeckoro buoCY:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"

ﬂ'ﬂﬂ ,D|O6aBﬂeHI/I$I MNCMNONb30BaHNS BHELUHER raMMbl:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1 /var/opt/cprocsp/dsrf/
dbl/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1 /var/opt/cprocsp/dsrf/
db2/kis_1

Takxe Heobxoanmo ckonupoBaTh halinbl C JaHHBIMM, NOJyYeHHbIMU C nomoubto "APM BbipaboTkn BHelwHed
rammbl". 115 3Toro BbINONHMTE KOMaHAB! (Npu ycioBum, 4To aiinsl HaxogsaTes B /tmp/db[1,2]):

# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1

# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ons pabotel co cunteiBatenem PC/SC tpebyertcs naket CPROrdp. Mocne noakntouerns cunToiBaTens ysHaiite
UMs YCTPONCTBA:

# /opt/cprocsp/bin/ia32/csptest -card -enum
Gemplus GemPC Twin 00 00

Total:

[ErrorCode: 0x00000000]

ﬂ'ﬂﬂ ,D,O6aBﬂeHI/I$| CYHNTbIBATENA I/ICI'IOJ'Ib3yI7ITe 3TO NMA:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"

[ns nonyyeHns noapobHoli cnpaeku no cpconfig:
# ./cpconfig -help

# ./cpconfig -hardware -help

4.4 YcrtaHOBKa NapamMeTpoOB >XYpPHaJIMpoBaHNA

CK3W noszeonsieT cobupaTe 0TnafouHyto nHMOPMaLMIO Y UMEET BO3MOXKHOCTL MPOTOKOJIMPOBAHMUS COBLITUI.
VHdopmaumns 3anuceiBaeTcs B cucteMHblii xypHan (obbiyHo B /var/adm/messages). CyliecTByeT BO3MOXHOCTb
M3MEHEHNS HACTPOEK XKYPHANMPOBAHUS Pa3finyHbIX Mogynei npoaykTa. CywecTByeT BOSMOXKHOCTL M3MEHEH US| YPOBHS
XKYPHaNMpoBaHMsi M popMaTa BbIBOLUMbIX OTNAAOYHbIX coobuieHunii. [ns nonyveHus CnpaBkuM MO HACTpoiikam
XKYpPHaMPOBaHUS:

# cpconfig -loglevel -help
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Mogynu, onsi KOTOpbIX NOAAEPKUBAETCS XKYPHANINPOBAHME:

® CpcCsp — sA4pO KpunTonpoBaigepa

e capil0 — CryptoAPI 1.0

e capi20 — CryptoAPI 2.0

e cpssp — TLS

e cpext — gononHenusi ans CryptoAPl 2.0
e cloud — Cloud CSP

e pcsc — PC/SC

4.5 HacTpoiika kpuntonpoBaigepa No yMOJ14aHUIO
[nsa npocMoTpa TUNOB JOCTYMHbIX KPUNTOMPOBaiAepoOB:

# ./cpconfig -defprov -view_type

[ns npocMoTpa cBOWCTB KpUNTONpoBaiifilepa HY>XHOro TUNa:

# ./cpconfig -defprov -view -provtype <provtype>

[ns yctaHoBkM npoBalifepa No yMOAYaHWUIO At HYXKHOro Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>

[ns nonydveHus nmeHmn nposaiigepa No yMOAYaHUIO A/t HYXKHOrO Tuna:

# ./cpconfig -defprov -getdef -provtype <provtype>

4.6 BkniwouyeHune pexnmma YCUJIEHHOrO KOHTPOJISi WNCNOJIb30BaHUSA
KJaKo4emn

PeXXnM  yCUIIEHHOrO KOHTPOAS MCMOAb30BaHUA KJodeli obecnednBaeT OCYLIECTB/IEHWE KOHTPOJS CPOKa
LNEeACTBUS AONTOBPEMEHHBIX KtoYeli 3/1eKTPOHHON NOANUCH N KNHOYEBOro OBMeHa, KOHTPOAS JOBEPEHHOCTN KAtoYel
NPOBEPKN 3JIEKTPOHHOM NOANUCH N KOHTPOJS KOPPEKTHOrO NCMOJIb30BaHNA NPOrPaMMHONO AaTHMKA CYHaWHbIX YCen.
Mocne ycnewHoi MHCTaNASLNN HEOBXOAMMO BKJIKOUUTL AaHHbIA PEXUM, BbINOAHUB KOMaHAY:

#./cpconfig -ini '\config\parameters' -add long StrengthenedKeyUsageControl 1

[ns obecneyeHnst KOPPEKTHOrO (OYHKLMOHMPOBAHMS NPOBaiepa B 4acTn BbIpaboTKN 3N1EKTPOHHOR NOANUCK, a
TakXe paboTbl C BpeMeHHbIMU KitoHaMm (B 4aCTHOCTY, Asist paboTsl B pamkax TLS-coeguHenuns 6e3 ayTeHTudbmkaumm
K/AWEHTA) W FeHepauunm CnydaiiHbiX AaHHbIX HEOBXOAWMO MPON3BECTW BbIPabOTKY LOJFOBPEMEHHBIX KIHOYER Win
3anycTuTh YTUWINTY csptest, NpefBapuUTENbHO MPOBEPUB, YTO 3APErnCTPUPOBaH XOTs Dbl OGMH JATYUMK CAyYalHbIX
yucen:

# ./csptest -keyset -verifycontext -hard_rng

@ Mpumeyanne. Ncnonbsoeanne CK3W 6e3 BKAOYEHUS PEXNUMA YCUJIEHHOrO KOHTPOJISt WCMOJIb30BaHUS
KJIHOYeEl paspellaeTcs UCKIIOYNTENIbHO B TECTOBbIX LiEsiX.
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4.7 HacTpoiika napameTpoB aJiropuTmMoB

Ons ycTaHOBKM napameTpos anroputmos (415 nposaiaepos Tuna 75):
napaMeTpbl aAropuTMa WncpoBaHmus:

# ./cpconfig -ini '\config\QOID' -add string cipher <0ID>
napaMeTpbl anropuTMa NOAMNCHU:

# ./cpconfig -ini '\config\OID' -add string sign_el_2001 <0ID>
napametpbl anroputma Auddu-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el_2001 <0ID>

Ons yctaHoBku napameTtpos anroputmos (ans nposaiigepos Tuna 80):
napamMeTpbl anroputMa WudpoBaHmus:

# ./cpconfig -ini '\config\QOID' -add string cipher_2012 <0ID>
napamMeTpbl anropuTMa NoAMNUCHU:

# ./cpconfig -ini '\config\OID' -add string sign_el_2012 <0ID>
napameTtpsl anroputma Audpdun-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el_2012 <0ID>

Ons ycraHoBku napametpos anroputmos (ans nposaiigepos Tuna 81):
napameTpbl anroputMa WudpoBaHmns:

# ./cpconfig -ini '\config\OID' -add string cipher_2012 <0ID>
napameTpbl ajropuTMa nognucu:

# ./cpconfig -ini '\config\OID' -add string sign_el512 <0ID>
napametpbl anroputma Auddu-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el512 <0ID>

MepeueHs nopaepxusaembix B Kpuntollpo CSP  wngenTudukatopoB Kkpuntorpadpmyeckux napameTpos
anroputmos ykasaH B CSP_5_0. chm.
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5 VYcTaHoBka conyTCTBYHOLWMNX NaKeTOB

[ns nepegaun no cetn 3anpocoe Ha ceptudmkatol, CRL v T.n., a Takxe A5 NOAAEPKKN LOMOAHUTENbHBIX
KJIKOHEBbLIX CHUTLIBATENEl U HOCUTENEN MOXKET NOTpeboBaThLCA YCTaHOBKA AOMOJIHUTENBHBIX MAKETOB.

Ecnu conyTcTeytowme nakeTsl ckadusatoTcst u3 VHTepHeTa, Heobxogumo MNOATBEPAUTb WX LENOCTHOCTD,
NpoBepuB noanucb uam xaw. Ecnm nctouyHuk He obecnedmBaeT Takme MexaHW3Mbl, [JOMYCKAETCS WCMOJb30BaHMe
NakeToB TONbKO C aucka ¢ auctpubytusom CK3W, roe st mexaHmsmbl ucnonssyotcs. Ha aucke naketbl nexxat
B nanke \extra.

5.1 bBwbnnoreka libcurl
Wcnonb3yetca gns nepegaym 3anpoco Ha ceptudpmkatsl, CRL u T.n. no cetu.

C caiita pa3paboTunka npoekTa MOXHO CKa4aTb MAKET C UCXOLHLIMU TEKCTAMU AJisi CAMOCTOSITENIbHOW COOpKM.
Kak npaeuno, Tam xe ectb 32-6UTHble BrHapHbIe NaKeTbI.

Mocne ycTaHoBKM BUBAMOTEK HEODXOAUMO 3aperncTpupoBaTh NyTn K HUM. Hanpumep:

/opt/cprocsp/sbin/ia32/cpconfig -ini '\config\apppath' -add string libcurl.so /usr/local/
lib/libcurl.so

/opt/cprocsp/sbin/amd64/cpconfig -ini '\config\apppath' -add string libcurl.so /usr/local/
1lib/64/libcurl.so

6 CoctaB n Ha3HadeHune komnoHeHT MO CK3U

6.1 bBaszsosblie mogynu CK3U

MO CK3W copepxut cnegytowme basoebie Moaysu:

Setup — mogynb nuctannsuun MO CK3U.

libcsp — auHamunyeckn s3arpyxaemas bubnnoteka «Kpuntollpo CSP».

libcspst - ctatnyeckas bubnnoteka Kpuntollpo CSP

libcspr — Bubnuoteka paboTel ¢ yaanénubiMm « Kpuntollpo CSP».

drvcsp — auHamuyeckn 3arpy>xaembilii MOLyNb SApa.

libssp — bubnnoTteka nogaepkn mMogyns cetesoii ayteHTudpukauum «Kpuntollpo TLS».
cpverify — Moaynb KOHTPONSA LENOCTHOCTN.

wipefile — mogynb yaanenusi aiifioB BMecTe C COAEPKNMbBIM.

Ha3BaHusx auctpubytnsos CK3W ucnonssytotcs cnegyrowme obosHaveHms:
CPRO — npedukc;

CSp — KpunTonpoeaiifep;

drv — 3arpyxaembiii Mmogynb sigpa OC;

[d] (onuymonanbHO) — yKasbiBaeT Ha JOKyMeHTaumMto (TECTOBbIE MPUMEpbI);
[x] (onumoHanbHo) — ykasbiBaeT Ha 64-butosyto Bepcuto OC, SPARC;

i386 — nnatchopma Intel;

sparc — nnatdopma SPARC.

e 6 6 o o o o U
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6.1.1 Mopgyns SETUP

Mogynb Setup obecnedusatot unctannsumto nporpammuoro obecnedverns CK3W Kpuntollpo CSP. B npouecce
VHCTannsiuun nponssogutcst KoHTponb uenoctHoctu 10 CK3W ¢ ncnonbsosannem mopyns cpverify.

6.1.2 bBubnnoteku libcsp n libcspst

Bubnuotekn libcsp n libcspst peanusytotT uenesble dyHKumMm kpuntorpaduyeckoli 3awmTsl UHopmauuu,
paboTy ¢ KItoYaMK, JOCTYN K KAKOYEBLIM HOCUTENAM, KnaBnaTypHelia JCYH.

BubnunoTeka libcspr obecneunsaer ypaneHHblii gocTyn K KpunTonposaligepy, YHKLNOHMPYIOWEMY KaK
OTAENbHbIN CepBuC.

6.1.3 [OpaviBepHas 6ubnuoteka drvcsp

Bubnuoteka drvcsp, ncnonb3yemas B kadecTBe guMHaMuyeckn 3arpyxxaemoro mogyns sigpa OC, peanusyer
uenesble OyHKLUM KpUNTOrpacbnyeckoii 3awmuTbl nhopmanum (kpome dpopmuposatus 3l1) n paboty ¢ kntoHamu.

6.1.4 Mopaynun ceresoii ayteHTudmnkauymm Kpuntollpo TLS

Moaynb libssp obecneunsaer peanusaumto npotokona cetesoli ayTeHTudpmkauum Kpuntollpo TLS. Obuiee
onucaHne npoTokona npueegeHo B gokymente MKTHAM.00101-01 91 01. Kpuntollpo CSP. PykoeogcTso
agMuHucTpaTopa besonacHoctu. Obuwias YyacTe.

Mpotokon TLS (RFC 2246) ncronbayercst Ans 3awnThbl COEAUHEHUN B KIINEHT-CEPBEPHBIX TEXHONOTUSIX.

MNporpammuoe obecnedenne «Kpuntollpo TLS» sBnsietca peanwsauyueii npotokona TLS u wncnonbsyer
kpunTorpacduyeckue dyrHkumu Kpuntollpo CSP ans obecnedeHus npouecca ayTeHTupukauunm u wndpoBaHus
Tpachuka MeXAy KJAUEHTOM U CEPBEPOM.

6.1.5 Mopgynb cpverify

Mogaynb cpverify npefHasHadeH ans koHTponst uenoctHocTu npu yctanoeke CK3W v dyHkunonuposanun MO
CK3W Kpuntollpo CSP Ha MN3BM nonb3osaTens.

6.1.6 Mopynb wipefile

Mogynb wipefile ncnonbayercs ans ynaneHusi aiifioB BMECTE C COAEPXKUMBIM MPU LWITATHBIX N HELITATHBIX
(cBonmpoBaHme) cuTyaumsx.

6.2 Mopaynn nopacuctembl NpPorpaMmMHoi cpefbl (PyHKLMOHUPOBaHUS
kpuntocpeactea (CP)

6.2.1 Mopgynsb libcapi20

Mogynb libcapi20 wcnonbsyetcs gns ynpaBnaeHust cepTudpykaTamMy OTKPbITLIX KAOYEl, a Takxke A
obecneyeHnsi BbINOMHEHMSI KpunTorpadmyecknx 3anpocos Ha yposHe unTepdpeiica CryptoAPIl v. 2.0. WHtepdeiic
mogyns capilite ansiercs nogMHoxecteom uHtepdpeiica CryptoAPI v. 2.0.

6.2.2 Bunbnnorteka librdrrdr

Bubnuoteka librdrrdr obecneumnsaer yHudbuumposaHHblii nHTepdelic AoCTyna K KOYEBbIM HOCUTENSIM BHE
3aBUCUMOCTM OT WX TuUna.
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6.2.3 Mogynun ycTpoiicTB XpaHeHUs1 Knto4eBoii nHdopmauyum

MO,EI,yﬂVI O6eCI'Ie‘-WIBaI'OT peannsaynto OoCTyna K KOHKPETHbIM TUMNaM KNKOHYEBbIX HOCUTENEN N CHYUTbIBATENEN:
e librdrfat1l2 — k guckosoay u guckete 3.5"u pasgeny XecTkoro gucka

6.2.4 bBunbnuoTteka librdrsup

Bubnnoteka librdrsup obecneumsaet peanuzauumio obwmx yHKUMA JOCTYNa K pasin4YHbIM YCTPOCTBaM
XPaHEHUS KIIOYEBbIX HOCUTENENA.

6.2.5 Moagynn faTYNKOB CNy4alHbIX 4Yucen

Bubnuoteknu librdrrndm u librdrrndmbio obecneumnsator nogaepxky pabotel ¢ pusuveckum JCH nporpammHo-
annapatHoro komnaekca 3awutel oT HCA n BuoACYH cooteetcTBEHHO.

6.2.6 bBubnnoreka libasnldata nogaep>xku npotokona ASN1

Bubnnoteka libasnldata cogepxut dyHkumm npeobpasoBaHusi CTPYKTYp AaHHbIX B MaLUMHHO-HE3aBUCUMOE
npeacTaBfieHMe.
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7 TpeboBaHus no 3awmte ot HC/],

JomKHbI  BBINOMHATLCS TpeboBaHWS MO  OPraHU3aUNOHHO-TEXHUYECKUM W aAMUHUCTPATUBHBLIM Mepam
obecneuenunsi besonacHoctn skcryatauun CK3W B obbeme pasgena 5 pgokymenta MTHAK.00101-01 91 01.
Kpuntollpo CSP. Pykoeoacteo agmuuuctpatopa besonacHoctu. Obwas 4vacts u pasgena 5 XXTHAN.00101-01 95
01. NpaBuna nonb3oBaHUs.

Mpu ncnonssosanun CK3W nog ynpasnernem OC Solaris Heobxoanmo npefnpuHsATL AONOAHUTENBHBIE MEpbI
OPraHU3aLMOHHOrO U TEXHWYECKOrO XapaKTepa W BbIMOJAHUTL AOMOJHUTENBHbLIE HACTPORKM OMNEPALMOHHON CUCTEMBI.
Mpu 3TomM ponxHa pewaTbCst 3afjada Kak obecnedeHus gonosHuTensHoi 3awutbl cepeepa n OC ot HC, Tak u
obecneyeHuns becnepeboitHOro peXxkuMa paboTbl N UCKOYEHNS KOTKa3a B ODCNY)KMBaAHUN Y, BbI3BAHHOIO BHYTPEHHUMU
npuynHamun (Hanpumep, nepenonHeHneM aiknoBbIX CUCTEM).

7.1 OpraHnsaymoHHo-TexHun4eckue mepbl 3awntbl ot HC/

Ona OC Solaris gononHuTensHo posixkeH ObiTe peann3oBaH CHEAYOWMIA KOMMIEKC OPraHnW3aunoHHO-
TexHn4ecknx mep 3awmuTel ot HC:
1) Mpn wncnonb3osaHuu B kadvectee cepeepa komnbtoTepa SUN SPARC, crepyer yctaHoBuTb maposib Asis
JOCTyMNa K KOHCOJN, BbIMOJIHWNB CheaytoLLee:
e [lpu 3arpyske cuCTeMbI B peXKMME [Uaiora C MHTEPNPETaTOPOM KOMaHA 3arpy34ynka BBECTU CefytoLine
KOMaHpbI:
<ok> password
<ok> setenv security-mode command
e [locne 3arpysknm cucTembl, C KOHCOAU MOCNE PErucTpaunmm OT WMEHW CYNepnosib30BaTeNsi BBECTU
cnepytoLine KOMaHAbI:
# eeprom security-mode=command
# eeprom security-password=
M BBECTU MAPOJib HA JOCTYM K KOHCOJIN.

Buumanue! B cnyvae ecnn cynepnonb3oBatens 3abyger naposib, BO3HUMKHET HeobxoaumocTe 3amenbl MMN3Y
nepBUYHOrO 3arpysynka B cepsucHoM LeHTpe SUN.

2) B cucTteme peructpmpyetcsi oguH nonb3oBaTeNb, obnafarownii npaBaMu agMUHUCTPATOPA, HOCSALUA UM
root, Ha KOToporo Bo3saraercst obszaHHocTe koHpurypuposats OC Solaris, HacTpausaTs besonacHocts OC Solaris,
a Takxe koHdurypuposats [19BM, Ha koTopyto yctaHosnena OC Solaris.

3) [ns nonb3oBaTens root BoIOUPaeTCs HAAEXHbIV NapoJib BXOAA B CUCTEMY, YAOBIETBOPSIOWNI CNELYIOLLNM
TpeboBaHUAM: AJiMHA Mapossi HE MeHee 8 CMMBOJIOB, Cpeau CUMBOJIOB MapoJisi AOJKHbI BCTPEYaTbCs 3arsiaBHble
CUMBOJIbI, MPOMUCHbIE CUMBOJIbI, LMMPPbI U CrelnanbHbie CUMBOJILI, CPOK CMEHbI Maposisi HE pexe OfHOro pasa B 6
MeCsILEB, JOCTYN K Maposito AOJKeH BbiTb obecneyeH TONLKO agMUHUCTPaTOPY.

4) TMonb3oBaTento root [OCTynHbI HacTpoiikm Bcex nonb3osatenei OC  Solaris, koTopble oH MoOXeT
NpocMaTpuBaTh, PeAaKTUPOBaThb, yAaNATL, CO34aBaTh. Bcem nosbsoeatensim, 3apeructpuposanHeim B OC Solaris,
noNb30BaTesb roOt B COOTBETCTBUM C MOAUTWKON De30macHOCTW, MPUHATOR B OpraHM3aunmn, LAaeT MUHUMAJLHO
BO3MOXHbIE AJ1s1 HOpPMaJibHOW paboTel npasa. Kaxgeili nonbsoeatens OC Solaris, He siBasiOWniics nonb3oBaTeseM
root, MOXeT NPOCMaTpuUBaTh 1 PefaKTUPOBATL TOJBKO CBOM YCTAHOBKM B paMKax MpaB LOCTYMNa, Ha3Ha4YeHHbIX eMy
noJib3oBaTesieM root.

5) Bcex nonb3osateneii MIBM, koTopble He MoNb3yloOTCs [aHHOW CUCTEMONA, UM BCEX CTaHAAPTHbIX
nonb3oBaTesneii, kotopble cosgatorcs B OC Solaris Bo Bpemsi yctaHoBku (Takux, Kak sys, uucp, nuucp wu listen),
KpOMe MoJib30BaTeNs root, cneayer yaanuThb.

6) B OC Solaris cyuwiectytoT ncnonHsiemble aiisibl, KOTOpbIE 3aMyCKalOTCs C MpaBaMy MOJIb30BATENs root.
OTu daiinbl nmetot ycranosneHHblii pnar SUID. Monb3osaTtens root [oMKeH onpefennTb, KakuM 13 3Tux paiiios
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B pamKax OMpefesieHHOW B OpraHm3auum noauTuknm HesonacHocTu He TpebyeTcst 3anyck C afMUHWUCTPATUBHLIMY
NoJHOMOYUAIMM, U C noMoLbio cbpoca dhnara SUID gomkeH cBecTu KoM4ecTBO Takux haiifoB K MUHUMYMY. 3anyck
ocTaBLmnxcst paiinos ¢ yctaHosaeHHbIM pnarom SUID ponkeH KOHTPOAMPOBaTLCS MOJIb30OBATENEM rOOt.

7) MNpu ncnonszosanun CK3U Kpuntollpo CSP nHa M3BM, nogkntodeHHbix K 0bLIEAOCTYNHBIM CETAM CBS3N,
LOJIXKHbI ObITb NPeANPUHSATLI AONONHNTEbHBLIE MEPbLI, UCKJIOYAIOLNE BOSMOXHOCTbL HECAHKLMOHMPOBAHHOMO JOCTYNa
K CUCTEMHBLIM PECypcam WCMOJb3YEMbIX OMEPALMOHHBIX CUCTEM, K MNPOrpaMMHOMY OBECMEYeHUto, B OKPYXXeHUW
koToporo cpyHkumoHupytot CK3W, n k komnonentam CK3W co cTopoHbl ykasaHHbIX CeTeiA.

8) MpaBo poctyna k pabounm mectam c yctaHoeneHHbiM MO CK3W Kpuntollpo CSP npegocrasnsiercs
TOMIbKO JINLAM, O3HAKOMJIEHHBIM C MPaBuWaaMun MOJIb30BaHUS U U3YYUBLUMM SKCMIYaTaLWNOHHYIO AOKYMEHTALMIO Ha
nporpaMmmHoe obecneverune, umeroutee B ceoem coctase CK3W Kpuntollpo CSP.

9) Ha TexHnuyeckux cpeacTtBax, ocHaweHHbix CK3W, momkHO MCnonb3oBaThCs TONBKO JIMLEH3NOHHOE
nporpammHoe obecnederune hbupM-nponssoanTeneii.

10) Mpn wucnonbsosavunm nnatpopmel Intel B8 BIOS, a npu wucnonbsosaHum nnatdopmbl Sparc B
PROM onpegensatoTcsi yCTaHOBKW, WCKJ/IOYAMOLWME BO3MOXHOCTbL 3arpy3Ku OMepauuoHHOR CUCTEMbl, OTANYHOW OT
yctanoenenHoii Ha HDD: oTkntouvaeTcss BO3MOXHOCTL 3arpy3ku ¢ rubkoro gucka, npusoga CD-ROM un npoune
HecTaHgapTHble Buabl 3arpy3kun OC, Bktovas cetesyto 3arpy3ky. He npumenstorcs MIBM ¢ BIOS, uckntoyvatowmm
BO3MOXHOCTb OTKJItoHeHUs ceTesoii 3arpysku OC.

11) Mpu ucnonbsosavnu nnatpopmebl Intel, cpeacteamu BIOS posmxHa ObiTb MCKAKOHEHA BO3MOXHOCTb
oTktoHeHus nonb3osaTtensimu ISA-yctpoiicte n PCl-yctpoiicte npu ucnonssosannm MNAK 3awwmter ot HC/.

12) Mpun 3arpyske OC posxkeH ObiTb peann3oBaH KOHTPONb LENOCTHOCTM MPOrpaMMHOro obecnedeHus,
exogswero B coctae CK3U «Kpuntollpo CSPy», camoii OC n BCcex ucnonHsiembix haiiios, OyHKLNOHUPYOLLMX
coemecTHo ¢ CK3W ¢ ucnonszosanuem nporpammel CPVERIFY.

13) Bxog B BIOS (PROM) 3BM pomxkeH bbITb 3awimiieH naposieM, K KOTOPOMY MPeAbsiBASIOTCS Te e
TpeboBaHus, 4TO M K naponto nonb3osaTens root. Mapons gns exoga B BIOS (PROM) gomxeH 6biTb n3BecTeH
TONBLKO NOJIb30BATENtO root 1 BbITh OTIMYHBIM OT Naposis nosib3osaTens root ans sxoga 8 OC Solaris.

14) Cpepcrsamun BIOS (PROM) gomxHa bbITh nckatodeHa BO3IMOXKHOCTL paboTbl Ha IBM, ecnn Bo Bpemsi ero
Ha4YabHOV 3arpy3Ku He MPOXOASAT BCTPOEHHbIE TECTHI.

15) Ha M3BM ycranasnusaetcs tonsko ogHa OC. Ha M3BM He ycranaBnusatoTcsi cpefcTB pa3paboTku u
otnagku MO. Ecnn cpeactBa 0Tnagku NpUNOXEHNA Hy>KHbI A5t TEXHONOTUHECKNX NOTPEDHOCTENR OpraHn3aunm, To nx
MCMOIb30BaHNE LOJIKHO ObITh CaHKLMOHMPOBAHO agMUHUCTpaTopoM besonacHocTu. B ntobom cnyyae 3anpelaertcs
NCMOIb30BaTL 3TW CPEeACTBa AJIs MPOCMOTPa U PeAAKTUPOBAHUS KOAA U NMaMATU NpuaoxeHuii, ncnonssytowmx CK3U
Kpuntollpo CSP. Cnegyer usberate nonagaHusi B CUCTEMY MpPOrpamm, MO3BOAStOWMX, Nonb3ysick owmnbkamn OC,
noslyyaTb NPUBUNIETUN roOOt.

16) [onxHo bbiTh orpaHuyeHo (c y4eTom BoibpaHHON B OpraHm3aLum NnoanTUKN 6e30MacHOCTI) NCNOb30BaHME
MOAb30BAaTENAMU KOMaHA Cron 1 at — 3aMycka KOMaH[ B YKa3aHHOe Bpems.

17) [osnxHo BbiTb peann3oBaHo hr3nyeckoe 3aTUpaHne COAEP>KMMOTrO YAANSIEMbIX (haiifloB C NCMOJIb30BAHNEM
nporpammbl Wipefile ns coctasa CK3.

18) [osxHbl BbITb OTKIIIOHEHBI BCE HENCMOJIb3YEMbIE CETEBBIE MPOTOKOJIbI.

19) B cnyyae nogkntoderusi NMIBM ¢ ycranosnennbim CK3U k obuiefocTynHbIM CeTsIM nepepadn LaHHbIX
OOJKHO ObITb OTKAOYeHO ucnonb3osaHue JavaScript, VBScript, ActiveX u gpyrux nporpaMMHbiXx OOBEKTOB,
3arpy’kaembix U3 CETU, B NPUKNAAHBIX Nporpammax be3 npoeefeHnst LONOJHUTENbHBIX TEMATUYECKNX UCCEeL0BaAHNIA.

20) [omkHbl BbITb MPUHATHI MEPbI MO WCKAOYEHUIO HECAHKLMOHNPOBAHHOTO AOCTYMa MOCTOPOHHUX JiNL, B
MOMELLEHNS!, B KOTOPbIX ycTaHoBNeHbl TexHudeckue cpeactsa CK3W Kpuntollpo CSP, no poay ceoeii gestensHocTu
HE ABJSIOLLMXCS NMEPCOHAIOM, JOMYLEHHBIM K paboTe B yKa3aHHbIX MOMELLEHUSIX.
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21) [domxHo ObITb 3ampeweHo OCTaBAsTb 0e3 KOHTPONsS BbIYUCINTENbHbIE CPEACTBA, HAa KOTOPbIX
skcnnyatupyercs CK3W Kpuntollpo CSP nocne BBoga kitoderoii nndpopmauuu. Mpu yxoge nonszosatens ¢ paboyero
MeCTa [OJIXKHO MCMOJIb30BaTbCSl aBTOMATMYECKOE BKJIIOYEHNE NAPOJIbHON 3aCTaBKMU.

22) ApmuHuctpaTopoM 6€30MacHOCTM  JO/KHO ObITb NPOBEAEHO OMeYaTbiBaHWE CUCTEMHOrO bnoka ¢
ycranoenenHsim  CK3W  Kpuntollpo CSP, wnckntouatowee BO3MOXHOCTb HECAHKLMOHUPOBAHHOTO U3MEHEHUS
annapaTHoli YacTu paboueli cTaHUuK.

23) N3 cocTtaBa cucTtembl [O/DKHO ObITb MCKIOYEHO 0DOPYyAOBaHME, KOTOPOE MOXET CO34aBaTb Yrposy
6esonacHoctu OC Solaris. Takxe HeobxoaumMo u3beraTb MCNONbL30BAHWS HECTAHAAPTHBIX annapaTHbIX CPeacTs,
VMEIOLLMX BO3MOXHOCTb BAUSTL Ha dpyHkuymoHuposaHue N3BM unun OC Solaris.

24) Mocne nucrtannsyum OC Solaris cnepyeT ycTaHOBUTL BCE PEKOMEHAOBAHHbIE NMPOrPaMMHbIe OOHOBIEHUS 1
nporpamMmmHbie ODHOBAEHUSI, CBSI3aHHbIE C HE30MACHOCTLIO, CYLUECTBYIOLLME HA MOMEHT WHCTaNSLMN.

25) Ha Bce pawnpekTopumn, cogepxawme cuctemHsle daiinel OC Solaris u katanorn CK3W, neobxogumo
YCTaHOBMTb MpaBa JOCTYnNa, 3anpelarLne BceM nosb3oBaTensiM, kpome Bnagensua (Owner), 3anuce.

26) B cBs3m c Tem, 4TO aBapwiiHblii A4aMn OMEpPaTMBHOW MaMsTU MOXET COLEPXaTb KPUMTOrpadpuyecku
onacHyto nHdopMaumio, B NpuKaagHeIx nporpamMmax, ucnonssytowmx CK3W, cregyeT oTKIO4MTE BOSMOXHOCTL €ro
co3gaHuns ¢ nomotbto yHkuum setrlimit ¢ napametrpom RLIMIT CORE=0.

27) B OC Solaris ucnonb3syercs BupTyasbHasi namsite. ObnacTe BupTyanbHOW namsTu [OJKHA ObiTb
opraHusoeaHa Ha otgensHoMm HDD. TMo okonuanum paborel CK3W cogepxumoe BMpTyanbHOW NamsiTu LOJIXKHO
3aTupartbcs ¢ ucnosb3osaHuem cpegcte OC. B cnyyae aBapuiiHoro octanoea [M9BM, npwn cneaytoweii 3arpyske
HeobxoanMo B pexume «single user» ounctuTs obnactb BUpTyanbHol namaTu nporpammoli Wipefile, exogsauwieli &
coctae CK3U Kpuntollpo CSP. B cnyyae Bbixoga us ctpos HDD, Ha koTopom HaxoamTcst obnacTb BMPTYasibHON
namsiTu, Kpuntorpacuyeckne KatoUm noanexar Boisogy u3 aelicteusi, a HDD cumtaertcs He nognexxawmm pemoHTy.
S710T HDD yHnuTOXaeTCA MO NMpaBuMaaM YHUHTOXKEHNS KIKOHEBLIX HOCUTENENA.

7.2 [OononHntenbHble HacTporikn OC Solaris

Hononnutenshble HacTpoiikn OC Solaris kacatotcst cnegytouero:

OrpaHuYeHne JOCTYNa MoJib30BaTeNel U HACTPORKM MOJIb30BATENBCKOTO OKPYXKEHUS;
OrpaHUYeHNe CETEBbLIX COEAMHEHWIA;

OrpaHUYEeHNs] MPU MOHTUPOBaHUM (PaAiIOBLIX CUCTEM,;

OrpaHUYeHNsl Ha 3aMyCcK NpPOLECCOB;

JononHuTensHble HacTpoiiku ssgpa OC;

HACTpoliKa CeTEBbIX CEPBUCOB;

OrpaHUYeHNE KOJIMYECTBA «BUAMMOI N3BHEY MHPOPMALNUN O CUCTEME;

HaCTpOIika MOACUCTEMBI MPOTOKOJANPOBAHUS 1 ayAWTa.

Hactpoiikn OC Solaris Bbinonusitotcss nytem  pepakTupoBanust (yaanexusi, f[obaBneHnsi) pasaunyHbIX
KOH(PUIYPaLMOHHBIX N KOMaHAHbIX (haiinos.

[ns coxpaHeHUsi BO3SMOXHOCTU «OTKAaTUTb» BHECEHHblE W3MEHEHUS CNeAyeT COXpPaHsiTb Moauduumpyemble
caiinbl B «besonacHom» MecTe (Ha BHELLHEM HOCUTENE UM HA HE MOHTUPYEMOIA aBTOMaTUYecKu ¢aiisioBoli cucTeme).
MenatenbHo ckonmpoBaTb n3MeHsiemble aiisbl (KaTanorn) ¢ COXpaHEHNEM CTPYKTYPbl KaTasloros.

Ol'paHI/I‘-IEHI/le A0oCcTyna nosb3oBaTenein u HaCTpOVIKVI noNb30BaAaTEJ/IbCKOro OKpy>xeHuns

HacTtpoiika nosib30BaTENIbCKOrO OKPYXXEHNS 3aKJHOHAETCS B CAEAYHOLNX AERCTBNAX:
1) B daiine /etc/default/login cneayeT yCTaHOBUTbL CELYIOLNE ANPEKTUBDI:
e PASSREQ=YES (tpebyer ncnonbsosanus naponeii)
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e SUPATH=/usr/sbin:/usr/bin (3agaet 3Ha4enune nepemenHoii PATH nocne BbinoaHeHns KoMmaHabl su);
e RETRIES=3 (3agaeT 4ncio noBTOPHbLIX MOMBITOK PErMcTpaLMn nosb3oBaTens nporpamMmmoii login);
e SYSLOG FAILED LOGINS=0 (anpekTnBa npemnucbiBaeT NpPOTOKOJMPOBATb BCE  MOMbITKM
HeyAa4HOl PerucTpayum noab3oBaTens);
e UMASK=077 (napameTp 3agaeT mMacky co3aaHus aiina no-yMmon4aHuio);
e CONSOLE=/dev/console (napameTp orpaHn4MBaeT BO3MOXXHOCTb PErMCTPALM Cyneprob30BaTeNs
TOJIbKO CMCTEMHOI KOHCOJIbIO M 3anpeLUaeT yaaieHHble PErMcTpaLumy Cyneprnob30BaTens).
2) [ns  nonb3oBaTenss root YCTaHOBWTL Macky pexuma cosgavusi  daiinos 077  wwm  027:
umask 077 (umask 027);
3) Ons  OTkNtOHEHMst BO3MOXHOCTW [OCTyna Mojb3oBaTenst root Kk pabouedd cTaHumum no  ceTwm
packommeHTupoBatb ctpoky "CONSOLE"s cpaiine /etc/default/login;
4) OTtpegakTupoBaTh (aiin /etc/shells n NOMECTUTL B HEFO MMEHA TONLKO AJisi TEX MCMOJHSIEMbIX (haiinoB
obonoyek, KOTOpbIe YCTaHOB/EHbI B cucteMe. [lo-ymonyanuio, cogepxnmoe caiina /etc/shells MOXeT BbITb TakuMm:

/bin/bash /usr/bin/bash
/bin/csh /usr/bin/csh
/bin/ksh /usr/bin/ksh
/bin/sh /usr/bin/sh
/sbin/sh /usr/bin/zsh

5) Ypanutb caiin (ecnu oH cywecTsyet) /.rhosts.

6) Vpanutb copepxumoe cpaiina /etc/host.equiv.

7) OtpegaktupoBate cpaitn /etc/pam.conf c uenbto 3anpeta rhosts-aytenTudpmkauyum. Boinonusiercs
KOMMEHTMPOBAHMNEM BCEX CTPOK, COAEPXKALLMX NoACTPOKy 'pam rhosts auth.so'.

8) Otkmounte cnyxby RPC yganeHHoro Bbi3oBa npouesyp, [A/si Hero criefyer yaanutb  cpaiin
/etc/rc2.d/s71irpc.

9) MNpoBepnTb NAEHTNDNKATOPLI MONBL3OBATENS W TPYNMbI 4/ BCEX MOJb30BATENEN, NEPEHNCIIEHHBIX B (haiisie
/etc/passwd. Cnegyet ybeauThcs, HTO He CYLLECTBYET MoJib30BaTeNel, UMeLWMX naeHTudmnkaTop nonbsosatens 0
n ngeHtTndpukaTop rpynnsl 0 KpoMe, BOSMOXHO, MOJIL30BATENS rOOt.

10) VcraHoBUTH MUHUMAaNbHYIO AAUHY naponst B 8 cumeonoB B daiine /etc/default/passwd LMPeKTUBOIL
PASSLENGTH=8. Tam >xe BO3MOXHO 3ajaTb MUHUMAJLHOE U MAKCMMAJILHOE «BPEMSI XXU3HU> MApPOJist B Hedensx
napametpamn MINWEEKS n MAXWEEKS.

11) CospaTb nepeyeHb NPOrpamMm, KOTOPbIE 3aMyCKAtOTCs C NPaBaMM agMUHNCTPATOPa, U KOHTPOMPOBATh €ro
HEU3MEHHOCTS;

12) 3anpetuTb permcrpauuto B CUCTEME MOJb30BATENEN, UMEIOLMX CIEAYIOWNE KCYXKEDHbIE MEHA Y :

e daemon
bin
sys
adm
Ip
smtp
uucp
nuucp
listen
nobody4
nobody
e noaccess

[eiicTBne BbINONHSIETCS NyTEM yKasaHuus B dpaiine /etc/passwd ctpokun '/bin/false’ B8 none shell-nporpammei
W YKa3aHUsi CUMBOJIA ‘X' B MOJIE Naposi.
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OrpaHuyenuns npn MmoHTuUpoBaHuun aiinoBbIX CUCTEM

OrpaHuyeHus npn MOHTMPOBaHUMN PaliNOBbLIX CUCTEM PeaNN3YyOTCA pefakTupoBaHuem daiina /etc/mnttab:

e YcraHoBuTh onuyuto nosuid npu MoHTMpPOBaHUM halinoBbIx cucTem /opt u /var.

e OrpaHnumntb pasmep daiinosoit cuctemsl /tmp onuueii size. [pu 3ToM 3HaYeHne onuumn size JOKHO bbITH
MeHbLUe pa3mepa obnactu nogkaukm (swap). Mockonbky OC Solaris MoHTUpyeT dhaiinosyto cuctemy /tmp B obnacTb
MOAKAYKM, TO MCMOJIb30BaHNE AAHHOW OMUUN NPEAOTBPATUT €€ NepernosHEHNE.

Mpy HCTanNSILMKM CUCTEMBI CEfYET BbIAENTL Ans caiinosbix cuctem /, /usr, /usr/local, /var, /opt, /export
pasHble pasgenbl AUCKA AN NPefOTBPALLEHUS MEPEMNOSHEHNS KPUTUYHBIX paiinosbix cuctem (/, /var) 3a cuer,
HanpuMep, NoJb30BaTENbCKNX AaHHbIX N obecnedeHnsi BO3MOXHOCTI MOHTUPOBaHus halinosbix cuctem /ust n /opt
B pexume "Tonbko ans yteHus".

OrpaHuyeHuns Ha 3anyck npoueccos

CnefyeT orpaHnynTb MCMOJIb30BaHNWE B CUCTEME MIAHWPOBLUMKA 33434 Cron U CPeACTB NakeTHOW obpaboTku
3agaHunii. [Jns HOPManbHOrO (PYHKUMOHUPOBAHUS CUCTEMBI MUHUMAJIBHO HEODXOAUMBLIM SIBASIETCS Pa3peLueHmne
MCMOb30BAHUS MIAHMPOBLYMKA 33afa4 Cron M CPeACTB MakeTHOW 0bpaboTku 3afjaHnii TOABKO MOJIb30BaTENIO rOOt.
[lns 3Toro cnepyet BbINONHUTBL CheaytowWwMe KOMaHAbl (OT UMEHU Cynepnonb30BaTens):

echo root > /etc/cron.d/cron.allow
echo root > /etc/cron.d/at.allow

OrpaHu4nTb YUCNO CMCTEMHBLIX CEPBUCOB W MpOrpamMm, nHuumanmsupyemsbix B npouecce 3arpysku OC. Ons
3TOro:
e U3 katanora /etc/rcS.d ygannTb Bce haiinibl, Kpome:

S30rootusr.sh S50drvconfig
S40standardmounts.sh  S70buildmnttabs
S50drvconfig

e U3 katanora /etc/rc2.d ynanuts Bce dhaiinibl, Kpome:
SO02MOUNTFSYS S20sysetup
SO5RMTMPFILES S25cspcheck

S69inet S75cron

S72inetsvc S88utmpd

S74syslog

e |13 katanora /etc/init.d yganutb Bce dpalisibl, Kpome:
MOUNTFSYS buildmnttab

RMTMPFILES rootusr

inetsvc sysetup

standardmounts syslog

dev inetinit

inks utmpd

cron dtlogin

drvconfig

e VYaanute Bce daiinbl U3 katanora /etc/rc3d.
e YpanuTtb BCe dpaiinbl 13 Katanoros /etc/rc0.d n /etc/rcl.d, Kpome Tex, KOTOPbIE NMEPEHNCIEHbI BbILLE.
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HacTtpoiika ceTeBbix cepBucoB

HacTpolika ceTeBbIx CEPBUCOB 3aKJHOYAETCSA B CEAYHOLEM:

1) CnepyeT orpaHnunTh (BYHKLMOHANLHOCTL AEMOHA YMpaB/ieHUsl CeTeBbIMU coefuHeHusivm inetd (xinetd).
[eiictBne 3akntovaetrcs B pegakTupoBavuu dpaiina /etc/inetd.conf. B daiine /etc/inetd.conf cnegyer
3aKOMMEHTPOBaTb (YAanuTb) CTPOKW, COAEPXKALYME OMUCAHWSI TEX CEPBMCOB, WCMOJb30BAHNE KOTOPbIX Ha
KOHUTYPUPYEMOM KOMMbIOTEPE HE SIBASIETCS HEOBXOANMBIM.

Kak MUHUMYM, CrieayeT 3anpeTuThb CEAyoLne CEPBUCHI:

e echo
discard
daytime
chargen
finger
systat
netstat
tftp
telnet

Bo3aMoxHO Takxe cHavana 3aKOMMeHTVUpoBaTh B chaline /etc/inetd. conf onucaHnst BCex CEPBUCOB U 3aTeM
PaCKOMMEHTNPOBATL TOJIBKO UCMOJb3YEMbIE.

2) Ecnu He nnaHupyeTCst NCMOAb30BaTh HACTPAaNBAEMbIll KOMMBIOTEP B Ka4eCTBE MapLupyTu3aTtopa (aaxe npu
HaJIM4UN HECKOJIbKIX CETEBbLIX afanTepoB), HEOBXoAMMO co3aaTh B KaTanore /etc dpaiin notrouter HyneBol A/MHbI.

3) Cnepyet 3anpetuTb npuem u3 BHewwHeii cetu "wmnpokosewaTensHbix" (broadcast) nakeTos, a Takxe nepepady
OTBETOB Ha npuHaTble "WwmnpokosewaTenbHble naketel. ns aToro, B KoHew daiina /etc/rc2.d/S69inet cnepyer
006aBUTE Crieaytolne KOMaHabI:

ndd -set /dev/ip ip_forward_directed_broadcasts 0

ndd -set /dev/ip ip_respond_to_echo_broadcast 0

4) Cnepyet 3anpeTuTb UCNonb30BaHmne ceTeBol daiinosoin cuctembl NFS. [ins atoro cnegyet yganutsb daiinbi:

/etc/dfs/dfstab

/etc/rc3.d/S15nfs.server

/etc/rc2.d/S73nfs.client

5) 3anpeTtuTb cynepronb3oBaTento f4ocTyn no ftp, ans atoro gobaeuts "root"s daiin /etc/ftpusers.

6) 3anycTuTb yYTUANTY KOHTPONSi CUCTEMHBIX PECYPCOB W Cpeacts cuctemHoro ayamta ASET ¢
BbICOKMM YypoBHeM besonacHocTu: /usr/aset/aset -1 high Ans nNpoBepky YCTaHOBOK CUCTEMHbIX (PaiiioB u
npoaHaHAM3MpoBaTh alin oTyeTa, KOTopbIli byaeT co3paH B /usr/aset/reports.

7) Ecnn nnaHmpyetcs mcnonb3oBaTb Ha HacTpaueaemom cepeepe cepeuc FTP, 1o cnegyer cospathb
(oTpepakTupoBaTb) dhaiin /etc/ftpusers Co CNUCKOM NOJIb30BATENEl, AN KOTOPbIX 3anpeLieH JOCTYn K CepBepy
no npotokony FTP. ®aiin umeeT TekcToBbIi hopMaT U JOJKEH COAEpPXKaTb MO OAHOMY MMEHU MOJIb30BATENS B
cTpoke. B cnuncke "zanpeuiennbix" nonbsosateneli, kKak MUHUMYM, AO/MKHBI BbITb NepedncieHsl Caeaylolme UMeHa
noJib30BaTENEl:

e adm
bin
daemon
listen
Ip
nobody
noaccese
nobody4
nuucp
root
smtp
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® sys
e uucp

8) [ns orpaHuuyeHuss AocTyna K CUCTEMHbIM paiinamM ANs HENPUBUAErNPOBAHHbLIX MOJIb30BATENENR, U3
KOMaHIHOW CTPOKW cliefyeT BbINOAHUTbL CAeaytolme KoMaHabl:

chown
chmod
chmod
chmod
chmod
chmod
chmod
chmod
chmod
chmod
chmod
chmod

root /etc/mail/aliases

644
444
750
000
500
400
400
400
400
u-s
u-s

9) Takxe cnepyert

chmod
chmod
chmod
chmod
chmod
chmod
chmod
chmod
chmod
chmod
chmod
chmod

chmod
chmod
chmod
chmod

chmod
chmod

OQUQOQOQOQO?OQOQOQOQOQ
n n n n n n n n n n n n

/etc/mail/aliases
/etc/default/login
/etc/security
/usr/bin/at
/usr/bin/rdist
/usr/sbin/snoop
/usr/sbin/sync
/usr/bin/uudecode
/usr/bin/uuencode
/usr/lib/fs/ufs/ufsdump
/usr/lib/fs/ufs/ufsrestore

obHynuTe dpnar SGID gns HekoTOpbIX MCnoaHsieMbIX haiinos:

/usr/bin/mail
/usr/bin/mailx
/usr/bin/write
/usr/bin/netstat
/usr/bin/nfsstat
/usr/bin/ipcs
/usr/sbin/arp
/usr/sbin/dmesg
/usr/sbin/prtconf
/usr/sbin/swap
/usr/sbin/sysdef
/usr/sbin/wall

/usr/openwin/bin/ff.core
/usr/openwin/bin/mailtool
/usr/openwin/bin/wsinfo
/usr/openwin/bin/xload

/usr/lib/fs/ufs/ufsdump
/usr/lib/fs/ufs/ufsrestore

OrpaHuyeHune konnyecTsa «BUAUMOWN U3BHE» WH(pOpMaLUM O cucTeme

O6bI4HO, HavasbHyO WHGOPMALMIO O CUCTEME MOTEHLMANbHBLIAE HAPYLUMTENb MONYYaeT M3 CUCTEMHbIX
MPUriaLleHnii, BbIAaBaeMbIX ceTeBbiMU Cy>xbamu cepeepa (telnet-cepsep, ftp-cepsep u np.).

K Mepam no orpaHu4eHunto KOJMYECTBA « BUANMON U3BHE» MHOPMALMM O CUCTEME OTHOCATCS:
e OTkas oT cTaHgapTHoro "3aronoBka BLIBOAUMOrO cepBepoM ftp nmpu oTeeTe nonb3osaTesNto.
[ocTuraercs ykasanuem B cpaiine /etc/default/ftpd cnepytoleii AMpekTuUBLI:

BANNER=""
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e Otkas oT cTaHgapTHoro "3aronoeka BeIBOAUMOrO cepBepoM telnet npn oTBeTe nonb3oBaTesnto.
HocTuraetcs ykasanuem B daiine /etc/default/telnetd cnenyroweii AUPEKTUBDI:
BANNER=""

e PegakTtupoBaHue daiinios /etc/issue, /etc/ftp-banner u /etc/motd C UeNblO PpPa3bACHEHUS
Nonb30BaTENAM NPaBUA 1 NOJANTUKN JOCTyna K cepeepy ftp.

HacTtpoiika nogcuctemMmbl NpOTOKOIMPOBAHUA U ayauTa

1) CrnepyeT yRoCTOBEPUTLCS, YTO TOJILKO MOJIb30BATENb rOOt MEET JOCTYM Ha 3aMnChb A5 CAeAYIOLMX (aiinos:

/var/log/authlog
/var/log/syslog
/var/adm/messages
/var/adm/sulog
/var/adm/utmp
/var/adm /utmpx

2) Ecnn Ha HacTpamBaemMoM cepBepe ucnosib3yetcs web-cepeep, To cnefyer ybeamTbes, HTO TOJIBKO
"Bnageneu"npouecca httpd nmeer goctyn Ha 3anuck Kk npotokonam httpd,;

3) OrpaHnuntb (c yveTom BblOpaHHO B OpraHM3auMm nNOANTWKKM OE30MAaCHOCTM)  WCMONb30BAHMUE
NoJIb30BaTENSAMN KOMaHA su 1 sudo — NpeAoCTaBfeHNst NOAb30BATENO aAMUHNCTPATUBHBLIX NOJHOMOYMIA.

4) CnepyeT nNpOTOKONMPOBAaTb MOMLITKM  UCMOJL30BaHWS  nporpamMmbl  su.  [nas  atoro, B  dpaiin
/etc/syslog.conf cnepyet fobaBuTbL 3annch:

auth.notice /var/log/authlog
nan
auth.notice ifdef (TLOGHOST', /var/log/authlog, @loghost)

BTopas cTpoka aHanormyHa nepBoii, HO yKa3blBaeT, YTO MPOTOKOJN AOMOJIHUTENBHO MEPERAETCs Ha CepBep
cbopa npoTokonos. Mpn pegaktuposanun aiina /etc/syslog.conf B kauecTse pasgenutens noneit B CTpoke crepyet
MCMOJIb30BaTh CUMBOA Tabynsuun.

5) Cnegyet obecneqnTb MPOTOKONNPOBAHME HEYCMELIHbIX MOMLITOK PErMCTPALUKN B CUCTEME B JIOKAJbHOM
npotokone. [nsa s3Toro, cnefyeT BbINOJHUTL CAEAYIOLNE KOMAHAPbI:

touch /var/adm/loginlog
chown root /var/adm/loginlog
chgrp sys /var/adm/loginlog
chmod 644 /var/adm/loginlog

6) [ns npoTOKONMPOBAHUS CETEBLIX COEAUMHEHWNIA, KOHTPONMPYeMbIX AeMoHOM inetd (Bkntouas paty/Bpems
coeamnHenusi, IP-agpec knneHTa, yCTaHOBUBLLErO COEANHEHNE U UMS CEPBICA, OBCTY)XXNBAIOLLETO COefUHEHME), B (haiin
/etc/syslog.conf cnepyet fobaBuTb 3annch:

daemon.notice /var/log/syslog

n B daiine /etc/rc2.d/S72inetsvc 3aMeHUTL CTPOKY

/usr/sbin/inetd -s

Ha
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/usr/sbin/inetd -s -t.

Crpanuua 25 us 33



MKTAN.00101-01 91 05. Kpuntollpo CSP. Pykoeoacteo agmunuctpaTtopa besonactoctu. Vcnonssosanne CK3N
noa ynpaenernuem OC Solaris

8 TpeboBaHusi No kKpunTorpacdpmnyeckoi 3awmTe

JomkHbI BEINOMHATLCS TpeboBaHus no KpunTorpaduyeckoii 3awuTe pasgena 6 gokymenta XXTAM.00101-01 91
01.Kpuntollpo CSP. PykosogcTeo agMuHucTpatopa besonacHoctu. Obwas yacts B Hactu, kacatouweiica OC Solaris.

Heobxognmo BbINONHUTL HACTPOIKY onepaunoHHoi cuctembl ans pabotel ¢ CK3W no paza. 7.2.

KOHTpOJ’IeM LENOCTHOCTU OOJIXKHDbI BbITb OXBayeHbl (baﬁﬂbl:

Sparc Solaris (32-bits)

/opt/cprocsp/bin/sparc/cryptcp
/opt/cprocsp/bin/sparc/certmgr
/opt/cprocsp/bin/sparc/inittst
/opt/cprocsp/bin/sparc/csptestf
/opt/cprocsp/bin/sparc/der2xer
/opt/cprocsp/lib/sparc/libcapi20.s0.4.0.4
/opt/cprocsp/lib/sparc/libcpext.s0.4.0.4
/opt/cprocsp/lib/sparc/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/sparc/libasnlidata.so0.4.0.4
/opt/cprocsp/lib/sparc/libssp.so0.4.0.4
/opt/cprocsp/lib/sparc/libenroll.so.4.0.4
/opt/cprocsp/lib/sparc/liburlretrieve.so0.4.0.4
/opt/cprocsp/bin/sparc/curl
/opt/cprocsp/lib/sparc/libcpcurl.so.4.2.0
/opt/cprocsp/lib/sparc/libcpcurl.a
/opt/cprocsp/lib/sparc/libcsp.s0.4.0.4
/opt/cprocsp/lib/sparc/librdrrndmbio_tui.so.4.0.4
/opt/cprocsp/lib/sparc/librdrrndmbio_gui.so.4.0.4
/opt/cprocsp/lib/sparc/libxcpui.so.4.0.4
/opt/cprocsp/lib/sparc/librdrpcsc.s0.4.0.4
/opt/cprocsp/lib/sparc/librdrric.so0.4.0.4
/opt/cprocsp/sbin/sparc/ccid_reg.sh
/opt/cprocsp/bin/sparc/cpverify
/opt/cprocsp/bin/sparc/wipefile
/opt/cprocsp/bin/sparc/csptest
/opt/cprocsp/lib/sparc/librdrrdr.so0.4.0.4
/opt/cprocsp/lib/sparc/librdrrndm.so0.4.0.4
/opt/cprocsp/lib/sparc/librdrsup.so0.4.0.4
/opt/cprocsp/lib/sparc/librdrdsrf.so0.4.0.4
/opt/cprocsp/lib/sparc/librdrfat12.s0.4.0.4
/opt/cprocsp/lib/sparc/libcapil0.s0.4.0.4
/opt/cprocsp/lib/sparc/libcpui.so.4.0.4
/opt/cprocsp/sbin/sparc/unreg_prov_type_name.sh
/opt/cprocsp/sbin/sparc/cpconfig
/opt/cprocsp/sbin/sparc/mount_flash.sh
/opt/cprocsp/lib/sparc/librdruec.so0.4.0.4
/opt/cprocsp/lib/sparc/libcpcvcert.so.4.0.4
/opt/cprocsp/lib/sparc/librsaenh.s0.4.0.4
/opt/cprocsp/sbin/sparc/stunnel_thread
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/opt/cprocsp/sbin/sparc/stunnel_fork
/opt/cprocsp/sbin/sparc/stunnel_hsm

Sparc Solaris (64-bits)

/opt/cprocsp/bin/sparc/cryptcp
/opt/cprocsp/bin/sparc/certmgr
/opt/cprocsp/bin/sparc/inittst
/opt/cprocsp/bin/sparc/csptestf
/opt/cprocsp/bin/sparc/der2xer
/opt/cprocsp/lib/sparc/libcapi20.s0.4.0.4
/opt/cprocsp/lib/sparc/libcpext.so0.4.0.4
/opt/cprocsp/lib/sparc/libpkixcmp.so0.4.0.4
/opt/cprocsp/lib/sparc/libasnldata.so.4.0.4
/opt/cprocsp/lib/sparc/libssp.so0.4.0.4
/opt/cprocsp/lib/sparc/libenroll.so.4.0.4
/opt/cprocsp/lib/sparc/liburlretrieve.so0.4.0.4
/opt/cprocsp/bin/sparcv9d/cryptcp
/opt/cprocsp/bin/sparcv9/certmgr
/opt/cprocsp/bin/sparcv9/inittst
/opt/cprocsp/bin/sparcv9/csptestf
/opt/cprocsp/bin/sparcv9/der2xer
/opt/cprocsp/lib/sparcv9/libcapi20.s0.4.0.4
/opt/cprocsp/lib/sparcv9/libcpext.so0.4.0.4
/opt/cprocsp/lib/sparcv9/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/sparcv9/libasnldata.so0.4.0.4
/opt/cprocsp/lib/sparcv9/libssp.s0.4.0.4
/opt/cprocsp/lib/sparcv9/libenroll.so.4.0.4
/opt/cprocsp/lib/sparcv9/liburlretrieve.s0.4.0.4
/opt/cprocsp/bin/sparc/curl
/opt/cprocsp/lib/sparc/libcpcurl.so.4.2.0
/opt/cprocsp/lib/sparc/libcpcurl.a
/opt/cprocsp/bin/sparcv9/curl
/opt/cprocsp/lib/sparcv9/libcpcurl.so.4.2.0
/opt/cprocsp/lib/sparcv9/libcpcurl.a
/opt/cprocsp/lib/sparc/libcpcdrv_emul.a
/opt/cprocsp/lib/sparc/libcsp.so0.4.0.4
/opt/cprocsp/lib/sparc/librdrrndmbio_tui.so0.4.0.4
/opt/cprocsp/lib/sparcv9/libcsp.so0.4.0.4
/opt/cprocsp/lib/sparcv9/librdrrndmbio_tui.so.4.0.4
/opt/cprocsp/lib/sparc/librdrrndmbio_gui.so.4.0.4
/opt/cprocsp/lib/sparc/libxcpui.so0.4.0.4
/opt/cprocsp/lib/sparcv9/librdrrndmbio_gui.so.4.0.4
/opt/cprocsp/lib/sparcv9/libxcpui.so.4.0.4
/opt/cprocsp/lib/sparc/librdrpcsc.so0.4.0.4
/opt/cprocsp/lib/sparc/librdrric.so0.4.0.4
/opt/cprocsp/sbin/sparc/ccid_reg.sh
/opt/cprocsp/lib/sparcv9/librdrpcsc.s0.4.0.4
/opt/cprocsp/lib/sparcv9/librdrric.so0.4.0.4
/opt/cprocsp/sbin/sparcv9/ccid_reg.sh
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/opt/cprocsp/bin/sparc/cpverify
/opt/cprocsp/bin/sparc/wipefile
/opt/cprocsp/bin/sparc/csptest
/opt/cprocsp/lib/sparc/librdrrdr.so.4.0.4
/opt/cprocsp/lib/sparc/librdrrndm.so.4.0.4
/opt/cprocsp/lib/sparc/librdrsup.so.4.0.4
/opt/cprocsp/lib/sparc/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/sparc/librdrfat12.s0.4.0.4
/opt/cprocsp/lib/sparc/libcapil0.s0.4.0.4
/opt/cprocsp/lib/sparc/libcpui.so.4.0.4
/opt/cprocsp/sbin/sparc/unreg_prov_type_name.sh
/opt/cprocsp/sbin/sparc/cpconfig
/opt/cprocsp/sbin/sparc/mount_flash.sh
/opt/cprocsp/bin/sparcv9/cpverify
/opt/cprocsp/bin/sparcv9/wipefile
/opt/cprocsp/bin/sparcv9/csptest
/opt/cprocsp/lib/sparcv9/librdrrdr.so.4.0.4
/opt/cprocsp/lib/sparcv9/librdrrndm.so.4.0.4
/opt/cprocsp/lib/sparcv9/librdrsup.so.4.0.4
/opt/cprocsp/lib/sparcv9/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/sparcv9/librdrfatl2.s0.4.0.4
/opt/cprocsp/lib/sparcv9/libcapil0.s0.4.0.4
/opt/cprocsp/lib/sparcv9/libcpui.so.4.0.4
/opt/cprocsp/sbin/sparcv9/unreg_prov_type_name.sh
/opt/cprocsp/sbin/sparcv9/cpconfig
/opt/cprocsp/sbin/sparcv9/mount_flash.sh
/opt/cprocsp/lib/sparc/librdruec.s0.4.0.4
/opt/cprocsp/lib/sparc/libcpcvcert.so.4.0.4
/opt/cprocsp/lib/sparcv9/librdruec.s0.4.0.4
/opt/cprocsp/lib/sparcv9/libcpcvcert.so.4.0.4
/opt/cprocsp/lib/sparc/librsaenh.s0.4.0.4
/opt/cprocsp/lib/sparcv9/librsaenh.so0.4.0.4
/opt/cprocsp/sbin/sparc/stunnel_thread
/opt/cprocsp/sbin/sparc/stunnel_fork
/opt/cprocsp/sbin/sparc/stunnel_hsm
/opt/cprocsp/sbin/sparcv9/stunnel_thread
/opt/cprocsp/sbin/sparcv9/stunnel _fork
/opt/cprocsp/sbin/sparcv9/stunnel_hsm

Intel Solaris (32-bits)

/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/ia32/1libcapi20.s0.4.0.4
/opt/cprocsp/1lib/ia32/1libcpext.so0.4.0.4
/opt/cprocsp/lib/ia32/1ibpkixcmp.so0.4.0.4
/opt/cprocsp/lib/ia32/libasnldata.s0.4.0.4
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/opt/cprocsp/1ib/ia32/1libssp.so0.4.0.4
/opt/cprocsp/lib/ia32/1libenroll.so0.4.0.4
/opt/cprocsp/lib/ia32/liburlretrieve.so0.4.0.4
/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/ia32/1libcpcurl.so0.4.2.0
/opt/cprocsp/lib/ia32/1libcpcurl.a
/opt/cprocsp/lib/ia32/libcpcdrv_emul.a
/opt/cprocsp/lib/ia32/1libcsp.s0.4.0.4
/opt/cprocsp/lib/ia32/1librdrrndmbio_tui.so0.4.0.4
/opt/cprocsp/lib/ia32/1librdrrndmbio_gui.so0.4.0.4
/opt/cprocsp/lib/ia32/1libxcpui.so0.4.0.4
/opt/cprocsp/lib/ia32/1librdrpcsc.s0.4.0.4
/opt/cprocsp/lib/ia32/librdrric.s0.4.0.4
/opt/cprocsp/sbin/ia32/ccid_reg.sh
/opt/cprocsp/bin/ia32/cpverify
/opt/cprocsp/bin/ia32/wipefile
/opt/cprocsp/bin/ia32/csptest
/opt/cprocsp/lib/ia32/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ia32/1librdrrndm.so0.4.0.4
/opt/cprocsp/lib/ia32/librdrsup.so.4.0.4
/opt/cprocsp/lib/ia32/1ibrdrdsrf.so0.4.0.4
/opt/cprocsp/lib/ia32/librdrfat12.s0.4.0.4
/opt/cprocsp/lib/ia32/1ibcapil0.s0.4.0.4
/opt/cprocsp/lib/ia32/libcpui.so0.4.0.4
/opt/cprocsp/sbin/ia32/unreg_prov_type_name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount_flash.sh
/opt/cprocsp/lib/ia32/1librdruec.s0.4.0.4
/opt/cprocsp/lib/ia32/1ibcpcvcert.so.4.0.4
/opt/cprocsp/lib/ia32/1librsaenh.s0.4.0.4
/opt/cprocsp/sbin/ia32/stunnel_thread
/opt/cprocsp/sbin/ia32/stunnel_fork
/opt/cprocsp/sbin/ia32/stunnel_hsm

Intel Solaris (64-bits)

/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/ia32/1ibcapi20.s0.4.0.4
/opt/cprocsp/lib/ia32/libcpext.s0.4.0.4
/opt/cprocsp/lib/ia32/1ibpkixcmp.so0.4.0.4
/opt/cprocsp/lib/ia32/libasnldata.so0.4.0.4
/opt/cprocsp/lib/ia32/1libssp.s0.4.0.4
/opt/cprocsp/lib/ia32/1libenroll.so0.4.0.4
/opt/cprocsp/lib/ia32/liburlretrieve.s0.4.0.4
/opt/cprocsp/bin/amd64/cryptcp
/opt/cprocsp/bin/amd64/certmgr
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/opt/cprocsp/bin/amd64/inittst
/opt/cprocsp/bin/amd64/csptestf
/opt/cprocsp/bin/amd64/der2xer
/opt/cprocsp/lib/amd64/1libcapi20.s0.4.0.4
/opt/cprocsp/lib/amd64/1libcpext.so0.4.0.4
/opt/cprocsp/lib/amd64/1libpkixcmp.s0.4.0.4
/opt/cprocsp/lib/amd64/libasnldata.so0.4.0.4
/opt/cprocsp/lib/amd64/1ibssp.s0.4.0.4
/opt/cprocsp/lib/amd64/1libenroll.so0.4.0.4
/opt/cprocsp/lib/amd64/liburlretrieve.so0.4.0.4
/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/ia32/1libcpcurl.so0.4.2.0
/opt/cprocsp/lib/ia32/1libcpcurl.a
/opt/cprocsp/bin/amd64/curl
/opt/cprocsp/lib/amd64/libcpcurl.so.4.2.0
/opt/cprocsp/lib/amd64/1libcpcurl.a
/opt/cprocsp/lib/ia32/1ibcpcdrv_emul.a
/opt/cprocsp/lib/ia32/1libcsp.s0.4.0.4
/opt/cprocsp/lib/ia32/1librdrrndmbio_tui.so0.4.0.4
/opt/cprocsp/lib/amd64/1libcsp.so0.4.0.4
/opt/cprocsp/lib/amd64/1ibrdrrndmbio_tui.so0.4.0.4
/opt/cprocsp/lib/ia32/librdrrndmbio_gui.so.4.0.4
/opt/cprocsp/1ib/ia32/1libxcpui.so.4.0.4
/opt/cprocsp/lib/amd64/1librdrrndmbio_gui.so0.4.0.4
/opt/cprocsp/lib/amd64/1ibxcpui.so.4.0.4
/opt/cprocsp/lib/ia32/1librdrpcsc.s0.4.0.4
/opt/cprocsp/lib/ia32/1librdrric.so0.4.0.4
/opt/cprocsp/sbin/ia32/ccid_reg.sh
/opt/cprocsp/lib/amd64/librdrpcsc.so0.4.0.4
/opt/cprocsp/lib/amd64/1librdrric.so0.4.0.4
/opt/cprocsp/sbin/amd64/ccid_reg.sh
/opt/cprocsp/bin/ia32/cpverify
/opt/cprocsp/bin/ia32/wipefile
/opt/cprocsp/bin/ia32/csptest
/opt/cprocsp/lib/ia32/librdrrdr.so0.4.0.4
/opt/cprocsp/lib/ia32/1librdrrndm.so0.4.0.4
/opt/cprocsp/lib/ia32/1ibrdrsup.so.4.0.4
/opt/cprocsp/lib/ia32/1ibrdrdsrf.so0.4.0.4
/opt/cprocsp/lib/ia32/1librdrfatl2.s0.4.0.4
/opt/cprocsp/lib/ia32/1libcapil0.s0.4.0.4
/opt/cprocsp/lib/ia32/1libcpui.so0.4.0.4
/opt/cprocsp/sbin/ia32/unreg_prov_type_name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount_flash.sh
/opt/cprocsp/bin/amd64/cpverify
/opt/cprocsp/bin/amd64/wipefile
/opt/cprocsp/bin/amd64/csptest
/opt/cprocsp/lib/amd64/1librdrrdr.so.4.0.4
/opt/cprocsp/lib/amd64/1ibrdrrndm.so0.4.0.4
/opt/cprocsp/lib/amd64/1librdrsup.so.4.0.4
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/opt/cprocsp/lib/amd64/1librdrdsrf.so0.4.0.4
/opt/cprocsp/lib/amd64/librdrfat12.s0.4.0.4
/opt/cprocsp/lib/amd64/1ibcapil0.s0.4.0.4
/opt/cprocsp/lib/amd64/libcpui.so.4.0.4
/opt/cprocsp/sbin/amd64/unreg_prov_type_name.sh
/opt/cprocsp/sbin/amd64/cpconfig
/opt/cprocsp/sbin/amd64/mount_flash.sh
/opt/cprocsp/lib/ia32/1librdruec.s0.4.0.4
/opt/cprocsp/lib/ia32/1libcpcvcert.so.4.0.4
/opt/cprocsp/lib/amd64/1librdruec.so0.4.0.4
/opt/cprocsp/lib/amd64/libcpcvcert.so.4.0.4
/opt/cprocsp/lib/ia32/1librsaenh.s0.4.0.4
/opt/cprocsp/lib/amd64/librsaenh.s0.4.0.4
/opt/cprocsp/sbin/ia32/stunnel_thread
/opt/cprocsp/sbin/ia32/stunnel_fork
/opt/cprocsp/sbin/ia32/stunnel_hsm
/opt/cprocsp/sbin/amd64/stunnel _thread
/opt/cprocsp/sbin/amd64/stunnel_fork
/opt/cprocsp/sbin/amd64/stunnel_hsm
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[NMpnnoxxeHue A
VYnpaBsieHne npoToKoJMpoBaHnem

Ons BratoueHnsi/oTkNoYeHNs 3HaqeHmne log ncnonb3ayiiTe:
1) Solaris i386, SPARC 32

[ns 3agaHns ypoBHs npoTokona:
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9

[ns 3agaHns dpopmata npoTokona:
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19

[ns npocmMoTpa Macku TekyLlero ypoBHsi 1 chopmaTta npoTokosa:
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

2) SPARC 64

[ns 3agaHns ypoBHsi npoTokona:
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -mask 0x9

[ns 3agaHns dpopmata npoTokona:
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -format 0x19

[ns npocmMoTpa Macku TekyLlero ypoBHsi 1 chopmaTta npoTokosa:
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -view

3) Solaris i386, SPARC 32, SPARC 64 yposHs sigpa

/usr/kernel/drv/drvcsp.conf
oTpefakTuposaTh loglevel

3HaveHneM napameTpa ypoBeHb NPOTOKOJA sIBASIETCS buTOBasi Macka:
N DB _ ERROR =1 # coobwenus ob ownbkax
N DB LOG = 8 # coobLieHusi o Bbi3oBax

3HayeHnem napametpa cdopmaT NpoOTOKOsa sSBAsSiIETC bUToBas Macka:
DBFMT_ MODULE = 1 # BbiBoguTh nMsi Mogynsi
DBFMT_THREAD = 2 # BbIBOANTL HOMEP HUTKU

DBFMT _FUNC = 8 # BbiBOANTbL UMSsI (DyHKLMM

DBFMT _TEXT = 0x10 # BbiBOgMTL CaMo coobLueHmne

DBFMT HEX = 0x20 # sbiBoguts HEX gamn

DBFMT _ERR = 0x40 # BbiBoguTb GetlLastError
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Jlnct peructpaunn nameHeHui

JlncT pernctpaunn namereHui

Homepa nuctos (cTpanuu)

Bxogsnii
N3MEHEH- 3aMEeHEeH- HOBbIX aHHYNnMpo- Bcero Ne
. R ¢ conposo-
Ne | Hbix HbIX BaHHbIX nNcToB Ne
autensHoro |MNoanuck HaTa
n/n (cTpanuu) B | gokymeHTa
JOKYMeHTa
LOKYMeHTe
n jata
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